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Abstract 

With increased usage of the Internet and social media, cyberbullying among young people has 
recently come to the fore worldwide, and Turkey has seen no exception to this. The numbers of 
young people subjected to bullying on digital platforms increases daily, which has a significant 
impact on their lives. It is therefore vital to raise awareness about cyberbullying, both in terms of 
taking precautions against its threats and to foster behavioural changes that may lead to reduced 
exposure to cyberbullying. The purpose of this study is to investigate entry level university 
students’ past and present experiences of cyberbullying, specifically within digital social 
environments. A survey method was adopted, with participation of entry level undergraduate 
students from various departments of a public university in Turkey during the 2015-2016 academic 
yeat. The ‘Cyberbullying Sensitivity Scale’, developed by Tanrikulu, Kinay, and Aricak (2013), was 
the instrument applied. Findings from the study aim to shed light on the current status of 
sensitivity and awareness about cyberbullying, with important implications for the introduction 
and fostering of healthier and more informed use of information and communication 
technologies. 
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1. Introduction 


Nowadays, children, adolescents and adults from all walks of life can easily become immersed into 
digital social environments through the use of modern technology. Such environments offer 
precious opportunities for users to communicate, chat, and to share photos and videos. In addition, 
these services provide great advantages to disseminate and share information worldwide. However, 
these environments also lead to some negative consequences arising out of these ‘virtual’ 
relationships. Problematic technology and internet use is a matter of attention in recent years 
together with its impact and outcomes caused due to accompanying social and psychological 
characteristics. Specifically potential of addictive use of the internet has now become the focus of 
researchers (Jun & Choi, 2015; Kuss et al., 2013; Stavropoulos, 2016) and psychopathological 
aspects of internet use have been investigated (Bi et al., 2015; Chou et al., 2015; Kaya et al., 2016). 
Within this context, cyberbullying has currently become one of the most troublesome incidents that 
may create devastating consequences for individuals with the improper use of information and 
communication technologies and the internet by all means. 
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Cyberbullying is defined as repeated, unwanted harassment and mistreatment (Adams & Lawrence, 
2011; Kraft & Wang, 2010). It can generally be considered as a form of intimidation, harassment 
and mistreatment by an individual or a group towards another individual or group, which transpires 
through the exploitation of technological means. Potentially more serious than traditional bullying, 
cyberbullying can happen at any time via emails, text messages or a wide variety of social 
networking sites, resulting in a higher frequency of victimization. In the relevant literature, it has 
been reported that cyberbullying can involve abusive or silent phone calls, harassment via text or 
picture/video messages, within online games, and on websites and social networking sites such as 
Facebook, plus in chatrooms, using instant messenger, email, or twitter, posting abusive comments 
in blogs, or sending offensive messages or harassment within virtual environments (Aricak & 
Ozbay, 2016; Crossling & Golman, 2014; Reed, Cooper, Nugent, & Russell, 2016; Sart, 2016). 


Cyberbullying can be encountered as follows (Willard, 2004 as cited in Li, 2010): 
Flaming, which includes sending rude, edgy messages to a person or group; 


Harassment, which includes sending continually offensive messages to a person; 
Cyberstalking, which includes threatening or intimidating a person; 
Denigration, which includes harmful, false, or rude statements; 


Masquerade, including pretending to be someone else to send abusive messages; 


Outing and trickery, which includes sending, publishing or disseminating sensitive, humiliating 
or personal information, or images of a person; 


e@ Ex¢elusion, which includes deliberately excluding a person from an online group. 


Cyberbullying points individuals sending written and visual messages with hostility, frightening, 
intimidation, threatening and abusive purposes to each other deliberately and regularly through 
information and communication technologies. Increasingly diversifying communication facilities of 
digital media is undoubtedly expanding the implementation or experiencing areas of cyberbullying. 
In this context, cyberbullying includes a variety of behaviors such as capturing images of victims via 
mobile phones with camera, sharing through social media tools often without their consent, 
sending messages containing humiliating, derisive, threatening, abusive or sexual contents and also 
making slanderous, insulting websites for victims. 


Patchin and Hinduja (2006) describe cyberbullying as a traumatic experience that could have 
physical, cognitive, emotional and social consequences in the negative sense. Thus, being aggressive 
or victim of this traumatic experience may cause crucial consequences. Psychological damage given 
to individuals exposed to these kinds of behaviours may lead to lessening self-esteem, school 
failure, anxiety, anger, increased depression, truancy, aggression at schools and even suicide (Dilma¢ 
& Aydogan, 2010). Similarly, the persons under threat of cyberbullying may have negative effects 
such as absence from school, academic failures and social adaptation problems. In the literature, 
various studies also demonstrate relationship between problematic internet use and cyberbullying 
tendencies (Eksi & Ummet, 2013; Tiirkoélu, 2013). Incidents such as sharing personal information 
like name, e-mail, photos and so on, communicating face to face with a person met via online tools, 
endamaging someone in an online environment, accessing sites with sexual content, receiving 
sexual explicit messages, entering adult chat rooms, and deactivating filter programs are considered 
as tisky internet behaviors (Eroglu & Giller, 2015; Gdkcearslan & Seferoglu, 2016). Derbyshire et 
al., (2013) found in a study conducted with a large sample of college students that problematic 
internet use is associated with lower grade point average, less physical activity and higher depression 
and stress. 
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When examining the literature on cyberbullying in Turkey, it appears that the relationship of 
demographic variables such as age, gender, type of school (Horzum and Ayas, 2010; Sali et al., 
2015), with cyberbullying and victimization, its causes (Peker, 2015; Eroglu, 2015) and 
consequences (Akar, 2015) have been investigated. Studies indicate that female students are 
significantly less aware than males ( El¢i & Seckin, 2016) and males appear to be more involved in 
cyberbullying behaviors than females (Aricak & Ozbay, 2016; Peker, Eroglu, & Ada, 2012; Polat & 
Bayraktar, 2016), and that there seems to be a positive correlation between internet usage time and 
cyberbullying (Ozdemir & Akar, 2011). However, some other studies report that school types, 
grade level, parents’ educational and income status do not appear to have any impact on the 
cyberbullying behaviors of adolescents (Celik, 2015). Furthermore, it was found that whilst indirect 
and physical aggression can predict cyberbullying, verbal, anger and hostility aggression do not 
predict cyberbullying in adolescents (Peker, 2015). Crossling and Golman (2014) indicate the 
prevalence of university-level cyberbullying as ranging from 8% to 21%, and cite Walker, Sockman, 
and Koehn (2011) giving examples of cyberbullying including using false identity, threatening text 
messages, and sexually harassing messages or spreading rumors. 


Pal Purpose of the Study 


According to data from the Turkish Statistical Institute (TUIK, 2015), individuals using the 
computer and the internet the most within Turkey are in the age range of 16-24 (70% and 77%, 
respectively). Besides, almost half of kids in Turkey have accounts in social media sites (Karakus et 
al., 2014) as well as three top active social platforms used in Turkey are Facebook, WhatsApp and 
Facebook Messenger in which the most active users’ age ranged from 13 to 19 years old and from 
20 to 29 years old (we ate social, 2016). Furthermore, security risks associated with Internet use in 
Turkey are identified as adult content, malware and fraud, sharing personal information, 
cyberbullying, and meeting foreign (UNICEF, 2011). In light of these data it can be considered that 
adolescents and university students have the highest risk of exposure to cyberbullying action. In this 
context, awareness of young individuals and their perceptions regarding cyberbullying concept in 
order to minimize such incidents are crucial. Cyberbullying has not been widely studied in the 
university population (Elci & Seckin, 2016) and the varying results of studies in the literature 
indicate the need for more research to shed light on this phenomenon and provide new insights. 
Elci & Seckin (2016) claims that the consequences of cyberbullying can be considered more 
significant, diverse and cyberbully victims are at more risk within higher education boundaries. 
Similarly, related studies in the literature draws attention to awareness of undergraduate students in 
otder to address risks with misuse of the technology/internet and to deal with 
cyberbullying/victimization (Kyriacou, & Zuin, 2016; Rodriguez-de-Dios & Igartua, 2016). 
Likewise, Dogan et al., (2016) indicate in their recent study that there are only a few studies 
conducted on cyberbullying sensibility in the literature. Therefore the aim of this study is to 
determine entry level university students’ awareness of cyberbullying based on various parameters. 


2. Methodology 


This research study was formed on the basis of the survey method. Survey method aims to describe 
the past or current situation as it is (Fowler Jr, 2013). Study group consisted of 172 entry level 
undergraduate students at the Mugla Sitki Kogman University (MSKU) within the 2015-2016 
academic year. Demographics of the participants are given in Table 1. The average age is 19.7, and 
a large majority of the participants are from various departments within the School of Education. 
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Table 1: Participants’ Demographics 


Frequency Percent 
Gender 
Male 71 41.3 
Female 101 58.7 
Age 
18 28 16.3 
19 52 30.2 
20 43 25.0 
21 23 13.4 
22 22 12.8 
Unspecified 4 2.3 
School 
Education 85 49.4 
Engineering 10 5.8 
Science 1 0.6 
Economics 20 11.6 
Letters 11 6.4 
Health 5 2.9 
Sports 2 1-2 
Associate Degree 11 6.4 
Unspecified 27 15.7 


The Cyberbullying Sensitivity Scale developed by Tanrikulu et al. (2013) was used for data 
collection. The three-point Likert-type scale consists of 13 items, and marked as “No=1”, 
“Sometimes=2”, and “Yes=3”. The lowest score that can be obtained from the scale is 13, and the 
highest score is 39. A high score gained from the scale indicates a high awareness of cyberbullying 
(Tanrikulu et al., 2013). The scale is with a single factor explaining 46.65% of the total variance. 
Cronbach’s Alpha coefficient for the scale ranged from .83 to .90, and test-retest reliability 
coefficient was determined as .63. The internal consistency coefficient (Cronbach’s alpha) was 
calculated for this study, and found as 0.796. This value is an indicator of the reliability of the scale 
(Biytkozttirk, 2009). 


The data was collected by using Google Forms and remained accessible online for three weeks on 
the learning management system used for online courses. Students were informed about the 
reseatch, and reminded that participation was on a voluntary basis. The time needed to complete 
the scale was approximately 10 minutes. Analyses were performed with IBM SPSS Statistics 
Version 20 computer software. 


A Confirmatory factor analysis (CFA) was carried out with the data gained from 172 participants in 
order to determine the validity of the single-factor structure of the scale (Tanrikulu et al., 2013) in 
this research. Kahn (2006) indicates that 100 participants seem adequate to perform CFA. It is 
performed to determine the feasibility and possible structure of a scale. In this regard CFA seeks 
whether the model delimited and defined by a structure is consistent with the existing data 
(Maruyama, 1998). RMSEA value that shows fit values indicates root mean square errors, GFT 
value indicates covatiance values between observed variables, IFI indicates incremental fit index 
and CFI compares covariance matrix with the null hypothesis (Sehribanoglu, 2005; Simsek, 2007; 
Yilmaz, 2004). Initially, a normality test was performed to see whether or not the data was normally 
distributed. In this case, central distribution, skewness and kurtosis values were examined on the 
distributions of total scores gained from the scale. It was seen that the data were not normally 
distributed. Accordingly, descriptive statistics, Mann Whitney U and Kruskal Wallis H tests were 
utilized in the analysis process. 
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3. Findings 

3.1. Findings regarding the Validity of Cyberbullying Sensitivity Scale 
CFA was done with the data obtained from 172 participants in order to determine the construct 
validity of the cyberbullying sensitivity scale. Single-factor model was tested based on the literature 


in the CFA process. It was found that error variances of the measurement model, factor loadings 
and factor correlations were significant at .05 level in the analysis results. 


Table 2: CFA Results for Single-Factor Structure 


Model xX? sd X2/sd GFI RMSEA CFI IFI 


Single-Factor Model 78.67 63 1.24 93 .038 90 91 
(Modification 1-6, 12-13) 


Modifications were made with suggestions since RMSEA value did not indicate good fit at first- 
order CFA result. After the analysis, RMSEA value was found as .38. RMSEA value <. 08 indicates 
good fit (J6reskog ve S6rbom, 1993). X*/sd value was found as 1.24<3.000 and this value indicates 
perfect with in the model (Kline, 2011). Besides, CFI and IFI values were found as .90 and .91 
respectively. These values, >.90, can be considered as reasonable fit values (Hooper, Coughlan and 
Mullen, 2008). GFI value was found as .93 and this value also indicates a reasonable fit (Simsek, 
2007). 


3.2. Descriptive Findings 
In the study, degree of awareness of entry level students in MSKU regarding cyberbullying 
sensitivity was examined. Table 3 gives descriptive statistics on cyberbullying awareness. As seen, 


on the basis of total score from the scale, mean is X=33.98 out of a maximum score of 39. It 
indicates that entry level students’ awareness of cyberbullying is above average. 


Table 3: Descriptive Statistics (Sum) 


N Min Max X Sd 


Total 13 Items 172 17.00 39.00 33.9883 4.20515 


Table 4: Item-Based Descriptive Statistics 


N Mean Sd 
1. When I am online, I reckon my personal information may be stolen by 172 2.63 ool 
others. 
2. I reckon my personal information may be misused by others on social 172 2.71 524 
networking sites (e.g. Facebook, Twitter). 
4. I, sometimes, feel necessary to take measures to prevent other people from 172 2.62 612 
harming me in virtual environments. 
5. When I am online, I reckon a computer pirate (e.g. hacker, cracker, lamer) 172 2.62 591 
may pose threats for me as well. 
6. I reckon that anyone, who wishes to harm me, can do it using the Internet, 172 2.73 563 


mobile phone, etc. 
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9. I, sometimes, reckon there is a risk for my private photographs or visuals to 172 2.54 677 


be shared online without my permission. 


10. I reckon there may be false rumours about me shared in virtual 172 2.45 .736 
environments. 
11. When I am online, I keep in mind that the Internet may also be used to 172 2.60 645 


harm other people. 
12. I, sometimes, think about what I would do if a false information about 172 2.39 711 


myself shared on the Internet. 


13. I never communicate with people by whom I may be threatened via email 172 2.73 593 


or text messages on mobile phones. 


Table 4 shows descriptive statistics for each item in the scale. There are two highest valued items in 
the scale (Item 6 and Item 13; 2.73) showing that the participants are aware that there may be 
people on the Internet who want to harm them, and they stop communicating with such people 
when they feel threatened. However, they are not quite sure (Item 12; 2.39) what they would do if 
and when they are harmed or harassed through unknowingly shared private information (e.g. 
pictures, visuals). Overall mean of the items is 2.60, which indicates that the participants are aware 
and sensitive about cyberbullying in general. 


Table 5: Results of Mann Whitney U Test 
Pf Peete etree eee 
Mann- 3240.50 | 3387.50 | 3141.50 | 3020.00 | 3270.00 | 3392.50 | 3550.00 | 3426.50 | 3554.50 | 3544.00 | 2873.50 
Whitney 
U 
5796.50 | 5943.50 | 5697.50 | 5576.00 | 5826.00 | 5948.50 | 8701.00 | 8577.50 | 6110.50 | 6100.00 | 5429.50 


-1 } 1076 - p72 -1. } 1802 -2. 2194 -1. jase | - | 8 - | at - } 565, - p19 - | te | 392 192 


a. Grouping Variable: Gender 
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Table 6: Results of Kruskal Wallis H Test 


I 


Chi- 6.207 9.098 3.146 10.317 3.713 13.668 3.488 5.456 7.012 4.051 10.084 
Square 


3.2.1. Cyberbullying Awareness Findings by Gender 


Since data was not normally distributed, Mann Whitney U test was conducted to see whether there 
is a significant difference between cyberbullying awareness scores on the basis of gender. Table 5 
shows that there is a significant difference in favor of females in cyberbullying awareness for two 
items: Item 4 (I, sometimes, feel necessary to take measures to prevent other people from harming 
me in virtual environments; 0.033) and Item 13 (1 never communicate with people by whom I may 
be threatened via email or text messages on mobile phones; 0.001). 


3.2.2. Cyberbullying Awareness Findings by Department 


Since data was not normally distributed, Kruskal Wallis H test was conducted to see whether there 
is a significant difference between cyberbullying awareness scores on the basis of schools. The 
analysis indicates no significant difference based on enrolled schools (Table 6). 


4. Discussion and Conclusion 


The aim of this study was to determine entry-level university students’ awareness of cyberbullying 
based on various parameters. In Turkey, Dilmag (2009) surveyed 666 university students to find 
out that about 22% reported experiencing cyberbullying. Bayram & Sayl (2013) surveyed 612 
university students and 30.6% reported that they were exposed to cyberbullying at least once with 
threats or humiliations. Similarly, this was one of the quantitative studies that sought to identify 
how university students view cyberbullying in a social context. As a result, the findings indicate that 
entry level students’ awareness of cyberbullying is high. This is consistent with the results of Gezgin 
and Cuhadar (2012) revealing a high sensitivity towards cyberbullying by university students. In this 
regard, it can be said that students are aware of cyberbullying actions and they are inclined to take 
measures such actions to provide personal security. Campbell (2005) indicates that one of the initial 
steps to be taken to prevent such actions is to ensure individuals to be aware of the issue. 


There are two highest valued items in the scale (Item 6 and Item 13; 2.73) showing that the 
participants are aware that there may be people on the Internet who want to harm them, and they 
stop communicating with such people when they feel threatened. However, they are not quite sure 
(Item 12; 2.39) what they would do if and when they are harmed or harassed through unknowingly 
shared private information (e.g. pictures, visuals). Overall mean of the items is 2.60, which indicates 
that the participants are aware and sensitive about cyberbullying in general. 
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In the present study, gender-based examination of the significance of awareness for cyberbullying 
indicated a significant difference in favor of females particularly in taking actions to prevent 
potential harm or threats by other people. Whilst this finding is consistent with results of some 
studies (Gezgin and Cuhadar, 2012; Yilmaz, 2010), it differs from the results of the study 
conducted by Uysal, Duman, Yazict and Sahin (2014). The reason why cyberbullying awareness for 
those two items differs by gender might arise from the sample size or women’s sensitivity for 
threats. In the research, no significant difference was determined on cyberbullying awareness by 
department. In this case, students in the study group, by and large, aware that the internet, social 
media or virtual environments might involve risks and hazards for them irrespective of their area of 
study. 


As a tesult, cyberbullying awareness that appears of conscious use of information and 
communication technologies can be seen as an important step in reducing cyberbullying and 
preventing the formation of more victims. In this context, the concept of digital literacy or new 
media literacy can offer a tool for coping with cyberbullying. Similarly, Basttirk-Akea et al., (2014) 
discussed digital literacy or new media literacy as a tool of coping with cyberbullying and indicated 
that the concept of new media literacy ought to be a key for preventing cyberbullying. Further 
studies may provide insights to understand the incremental impact of cyberbullying on key 
behavioural and psychological outcomes. 
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